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equipment can be prevented from being operated by any 
program excepting for the regular program. 
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* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

LThis document has been translated by computer. So the translation may not reflect the original precisely. 
2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 

[Claim] 

[Claim 1] The bootstrap protection technique characterized by starting the aforementioned predetermined 
program when the data defined beforehand are written in memory, it detects whether the aforementioned data 
are memorized by the aforementioned memory in case of activation of a predetermined program and it is 
detected that the data is not memorized. 

[Claim 2] It is the bootstrap protection technique of the claim 1 publication which writing of the aforementioned 
data is performed by the program execution loaded from the exterior, and is characterized by eliminating this 
program after an execution end. 

[Claim 3] The aforementioned memory is the bootstrap protection technique of the claim 1 publication 
characterized by intercepting the aforementioned current supply way when consist of volatile memory, it has 
the power which supplies supply voltage to the parts support in which this memory was mounted at least, and 
this memory, the current supply way to the aforementioned memory from this power is prepared between the 
aforementioned parts support and a substrate and the spacing of the aforementioned parts support and the 
aforementioned substrate is opened. 

[Claim 4] The aforementioned memory is the bootstrap protection technique of the claim 1 publication 
characterized by intercepting the supply of power to the. aforementioned memory by the change of state of the 
aforementioned switch when consist of volatile memory, it has the power which supplies supply voltage to the 
aforementioned memory, a switch is formed between the substrates in which the electronic parts with which a 
program etc. is memorized, and these electronic parts are mounted and the aforementioned electronic parts 
are removed from the aforementioned substrate. 

[Claim 5] The aforementioned memory is the bootstrap protection technique of the claim 1 publication 
characterized by the aforementioned cell being omitted when consist of volatile memory, it has the cell which 
supplies power to the substrate in which this memory was mounted at least, and this memory, the 
aforementioned substrate and this substrate are ****ed between wrap substrates for this cell and the spacing 
of the aforementioned substrate and the aforementioned substrate is opened. 

[Claim 6] The bootstrap protection technique characterized by to prepare the pilot switch which detects this, 
to answer the change of state of this pilot switch, to drive the aforementioned eraser, and to eliminate the 
content of the ROM in which the aforementioned deletion is possible of storage when it has the parts support 
in which the eraser which eliminates the content of storage of eliminable ROM which memorizes a program or 
data, and ROM in which this deletion is possible was mounted and the spacing of a wrap substrate and the 
aforementioned parts support is opened in this parts support. 



[Translation done.] 
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* NOTICES * 

Japan Patent Office is not responsible for any 
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DETAILED DESCRIPTION 



[Detailed description] 
[0001] 

[Field of the Invention] this invention relates to the bootstrap protection technique which starts the technique 
of starting a predetermined program, especially protects this program from unjust exchange, unjust unjust 
reconstruction, decode, etc., etc. 
[0002] 

[Prior art] That [ the device's / the latest electronic equipment or the latest industrial device ] into which 
intelligent-ization built the microcomputer splendidly increases. In such a microcomputer inclusion device, . 
various functions-izing and individualization of a function are possible by program control. 
[0003] For this reason, the content of the program currently written in ROM (read only memory) of the 
microcomputer built into the device serves as the secret matter important for each company, in what achieves 
the function especially with the important program, other companies will decode ******** unlawfully or, as for 
being copied, the reliability of the product will become weaker. 

[0004] Moreover, it is also a big wound for a company that ROM in which the program was written is unfairly 
substitutable, it is made to add a part of function, or functional change is achieved. 
[0005] ' ' . • 

[Object of the Invention] However, the actual condition is that sufficient measures against protection are not 
conventionally taken in the device by which the above-mentioned **** microcomputer was incorporated to the 
illegal decode or the illegal copy of a program (for example, application program) which were written in ROM. 
Moreover, sufficient protection is not given to unjust substitution of ROM in which the program was written. 
[0006] If it will not be made not to operate the device if this invention is not the regular program which should 
originally be included in a device in view of the above actual condition, namely, it puts in another way, it will aim- 
at being unable to start the unjust program created without notice by the device, and being made to become. 
[0007] Furthermore, when it is going to take out ROM in which a device is unlawfully converted into and the 
program was written utterly, the device sets it as other purposes that it is made not to operate normally 
henceforth. 

[0008] Moreover, it sets it as the purpose of further others to forbid decode of the program written in ROM 

mounted in the device, and to prevent a creation of an unjust program (soft). 

[0009] 

[The means for solving a technical problem] Invention of claim 1 publication is characterized by starting the 
aforementioned predetermined program, when the data defined beforehand are written in memory, it detects 
whether the aforementioned data are memorized by the aforementioned memory in case of activation of a 
predetermined program and it is detected that the data is not memorized. 

[0010] The above-mentioned predetermined program is a program beforehand included in a certain electronic 
equipment, for example. Invention of claim 2 publication is performed for the writing of the aforementioned data 
in invention of the claim 1 above-mentioned publication by the program execution loaded from the exterior, and 
this program is characterized by being eliminated after an execution end. 

[001 1] The loading of the above-mentioned program is performed from external storage, such as a floppy disk 
drive unit and a hard disk drive unit. Invention of claim 3 publication consists of the memory of a volatility 
[ memory / aforementioned ] in invention of the claim 1 above-mentioned publication. It has the power which 
supplies supply voltage to the parts support in which this memory was mounted at least, and this memory. 
When the current supply way to the aforementioned memory from this power is prepared between the 
aforementioned parts support and a substrate and the spacing of the aforementioned parts support and the 
aforementioned substrate is opened, it is characterized by intercepting the aforementioned current supply way. 
[0012] The above-mentioned current supply way contains for example, a connection connector or a screw. 
Moreover, the above-mentioned parts support may be a printed circuit board. When the aforementioned 
memory consists of volatile memory, invention of claim 4 publication has the power which supplies supply 
voltage to the aforementioned memory, and forms a switch in invention of the claim 1 above-mentioned 
publication between the substrates in which the electronic parts with which a program etc. is memorized, and 
these electronic parts are mounted and the aforementioned electronic parts are removed from the 
aforementioned substrate, it carries out intercepting the supply of power to the aforementioned memory by the 
change of state of the aforementioned switch as the characteristic feature. 

[0013] The above-mentioned electronic parts are ROMs (Read Only Memory) in which the application program 
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for for example, electronic equipment inclusion is written. In invention of the claim 1 above-mentioned 
publication, invention of claim 5 publication is characterized by the aforementioned cell being omitted, when the 
aforementioned memory consists of volatile memory, it has the cell which supplies power to the substrate in 
which this memory was mounted at least, and this memory, the aforementioned substrate and the 
aforementioned substrate are ****ed between wrap substrates for this cell and the spacing of the 
aforementioned substrate and the aforementioned substrate is opened. 

[0014] The above-mentioned substrate may be a printed circuit board. It carries out that invention of claim 6 
publication prepares the pilot switch which detects this, answers the change of state of this pilot switch, drives 
the aforementioned eraser, and eliminates the content of the ROM in which the aforementioned deletion is 
possible of storage when it has the parts support in which the eraser which eliminates the content of storage of 
eltminabie ROM which memorizes a program or data, and ROM in which this deletion is possible was mounted 
and the spacing of a wrap substrate and the aforementioned parts support is opened in this parts support as 
the characteristic feature 

[0015] ROM in which the above-mentioned deletion is possible consists of ultraviolet-rays deletion [ for 
example, ] type EPROM (Erasable Pro-grammableROM), and the above-mentioned eraser consists of black 
tights, such as the stroboscopic tube which irradiates ultraviolet rays, in this case. Moreover, the above-, 
mentioned pilot switch consists of a microswitch. moreover, ROM in which the above-mentioned deletion is 
possible — for example, EEPROM (Electrically Erasable Programmable ROM) you may be . 
[0016] 

[Operation] In invention of the claim 1 above-mentioned publication, the data defined beforehand are written in 
memory (it is henceforth expressed as data memory for convenience). And if it detects whether the 
aforementioned data are memorized by the aforementioned data memory and the data is not memorized in case 
a predetermined program is started, activation of the aforementioned predetermined program is not performed. 
[001 7] The predetermined program for [ above-mentioned ] a microcomputer control which follows, for 
example, is included in the electronic equipment of a microcomputer control (it is henceforth expressed as a 
microcomputer control) Decode or reconstruction, When it is going to remove the memory (it is henceforth 
expressed as program memory for convenience) by which the above-mentioned predetermined program is 
written in still another program for the inaccurate purpose, such as exchange from the substrate in the 

above-mentioned electronic equipment, When the aforementioned data memorized in the above-mentioned data 
memory were eliminated and the above unjust action is performed, it can avoid operating the above-mentioned 
electronic equipment normally henceforth. If it puts in another way, it can avoid operating the above-mentioned 
electronic equipment except a regular program. 

[0018] moreover, invention of claim 2 publication — setting — the account of the above-mentioned memory 
top : — the program execution loaded from the exterior performs the writing of the data defined beforehand, and 
this program is immediately eliminated after the execution end 

[0019] therefore, the thing for which the above data write-in processings are performed at the time of factory 
shipments — after product shipment — a third person — the above-mentioned memory — the account of a 
top — it becomes almost impossible to write in the data defined beforehand For this reason, when the above 
unjust action is performed by eliminating the above-mentioned data when the action which removes the 
memory in which the above-mentioned predetermined program was written from a substrate is done in order to 
convert a device unfairly as mentioned above, the device can be prevented from operating normally henceforth. 

[0020] Moreover, in invention of claim 3 publication, the power which supplies supply voltage to the parts 
support in which this data memory was mounted at least as the aforementioned data memory using volatile 
memory, and this data memory is prepared, and the current supply way to the aforementioned data memory 
from this power is further prepared between the aforementioned parts support and a substrate. And when the 
spacing of the aforementioned parts support and the aforementioned substrate is opened, the aforementioned 
current supply way is intercepted. For this reason, since supply of the supply voltage to data memory stops, 
the aforementioned data memorized by the data memory are eliminated. 

[0021] Therefore, in case the aforementioned program memory is mounted on the aforementioned substrate 
and the program memory is taken out from the substrate, the same effect as invention of the claim 1 above- 
mentioned publication is acquired by making it a configuration which the spacing of the aforementioned parts 
support and the aforementioned substrate surely opens and by which the aforementioned current supply way is 
intercepted. 

[0022] In invention of claim 4 publication, the power which supplies supply voltage to the aforementioned data 
memory as the aforementioned data memory using volatile memory is prepared, and a switch is formed between 
the substrates in which the electronic parts with which a program etc. is memorized further, and these 
electronic parts are mounted. And when the aforementioned electronic parts are removed from the 
aforementioned substrate, supply of the supply voltage to the aforementioned memory is made to intercept by 
the change of state of the aforementioned switch. Thereby, the aforementioned data memorized by the 
aforementioned data memory are eliminated. 

[0023] It is going to convert, exchange or decode the above-mentioned predetermined program unlawfully by 
following, for example, making the above-mentioned electronic parts into the above-mentioned program 
memory, and if the action which removes the above-mentioned program memory from the above-mentioned 
substrate is performed, the electronic equipment in which the program memory is mounted for the above- 



http://www4.ipdljpo.go.jp/cgi-bin/tran_web_cgi_eije 



2002/06/27 



3/7 v 



mentioned ground will stop operating normally henceforth. 

[0024] In invention of claim 5 publication, the cell which supplies supply voltage to the substrate in which this 
data memory was mounted at least as the aforementioned data memory using volatile memory, and this data 
memory is formed, and it considers as the configuration by which this celt is ****ed between the 
aforementioned substrate and a substrate. For this reason, if the spacing of the aforementioned substrate and 
the aforementioned substrate is opened, the aforementioned cell will be omitted and, thereby, the 
aforementioned data memorized by the aforementioned data memory will be eliminated. 
[0025] Therefore, when the aforementioned program memory tends to be mounted on the aforementioned 
substrate and it is going to remove the program memory from the substrate, the same effect as invention of" 
the claim 1 above-mentioned publication is acquired by surely considering as a configuration which the spacing 
of the substrate and the aforementioned substrate opens. 

[0026] In invention of claim 6 publication, when the parts support in which the eraser which eliminates the 
content of storage of eliminable ROM which memorizes a program or data, and ROM in which this deletion is 
possible was mounted is prepared and the spacing of a wrap substrate and the aforementioned parts support is 
further opened in this parts support, the pilot switch which detects this is prepared. And the change of state of 
this pilot switch is answered, the aforementioned eraser is driven, and the content of storage of ROM in which 
the aforementioned deletion, is possible is eliminated. 

[0027] Therefore, if the program included in the electronic equipment of a microcomputer control is stored in 
ROM in which the above-mentioned deletion is possible, and the program tends to be decoded and it is going to 
open the above-mentioned substrate utterly, the above-mentioned pilot switch will operate and the above- 
mentioned program currently written in the above-mentioned ROM by the above-mentioned eraser will be 
eliminated. And thereby, decode of the above-mentioned program becomes impossible. 
[0028] 

[Example] Hereafter, the example of this invention is explained, referring to a drawing. Drawing 1 is the circuit 
block diagram showing the system configuration of the electronic equipment which is one example of this 
invention. 

[0029] In this drawing/the circuit 10 surrounded with the dashed line is mounted in 1 or two or more printed- 
circuit-board superiors. This circuit 10 is equipped with OS.ROM16 connected with CPU12 and this CPU12 by 
bus 14, IP.RAM18, the memory 18, AP.ROM20, and I/O controller 22. 

[0030] OS.ROM16 consists of ROMs (read only memory), such as a mask ROM (mask Read Only Memory), and 
the operating system (OS) performed by CPU12 is stored. 

[0031] IP. RAMI 6 is RAM (random access memory) which stores the initializer inputted through I/O controller 
22. Memory 18 is volatile memory and supply voltage is supplied to it from the power circuit 40 of the exterior 
which is usually main power. And when the switch 42 of this power circuit 40 becomes off and supply of the 
supply voltage from a power circuit 40 stops, data are held by receiving supply of supply voltage from the cell 
24 which is a backup power supply and which consists, for example of a rechargeable battery. The plus 
electrode of this cell 24 is connected to the anode of diode 26, and the supply voltage from the above- 
mentioned cell 24 is supplied to memory 18 through this diode 26 and switch 28. On the other hand, the supply 
voltage from a power circuit 40 is supplied to memory 18 through a line rocker switch 42, another diode 30, and 
the above-mentioned switch 28. 

[0032] AP.ROM20 is ROM in which the predetermined application program was written, and by irradiation of 
ultraviolet rays, a batch deletion of data is possible for it, and it is EPROM (Erasable and Programmable Read 
Only Memory) in which the re-writing of data is also possible. 

[0033] I/O controller 22 controls I/O of the data between CPU12, and external storage, such as a floppy disk 
drive unit and a hard disk drive unit, and other peripheral devices. 

[0034] A power circuit 40 is a switching power supply (Switing Power Suplly). It is the direct-current regulated 
power supply which consists of a grade, and the DC-power-supply voltage is supplied to CPU 12, OS.ROM14, 
IP.RAM16, AP.ROM20, and I/O controller 22 in addition to the above-mentioned memory 18. 
[0035] Next, an operation of the electronic equipment of the above-mentioned configuration is explained, 
referring to the flow chart of drawing 2 . First, this electronic equipment processes SA surrounded and shown 
in this drawing with a dashed line before shipment. 

[0036] This processing SA is initialization processing of the system for preventing unjust exchange of 
AP.ROM20. First, if a line rocker switch 42 is set as ON, CPU12 will perform OS (operating system) stored in 
OS.ROM14, and it will distinguish whether the initialization ending flag is set with reference to the 
predetermined address as which memory 18 was determined beforehand first (SA1). This initialization ending 
flag is a 1-bit flag. 

[0037] In this phase, still, since the initialization ending flag is not set (SA1, NO), it loads an initializer to 
IP.RAM16 through I/O controller 22 from the storage of the non-illustrated exterior at a degree (SA2). 
[0038] CPU12 starts this initializer continuously (SA3), and the system data defined beforehand is written in 
the predetermined field of memory 18 by execution of this initializer (SA4). This system data is a words 
[ several ] predetermined character string. 

[0039] Then, the aforementioned initializer loaded on IP.RAM16 is eliminated (SA5), and, next, the above- 
mentioned initialization ending flag of the predetermined address of memory 18 is set (SA6). 
[0040] In case the above-mentioned electronic equipment is shipped from the works by the above initialization 
processing SAs of a system, while the initialization ending flag is set by them, the above-mentioned system 
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data is written in the predetermined field of memory 18 by them. In addition, since a cell 24 is mounted at the 
time of factory shipments, and a switch 28 is also set as ON and memory 18 is backed up, the status of the 
system data written in the predetermined field of this memory 18 and an initialization ending flag is held. 
[0041] Next, an operation of the above-mentioned electronic equipment when being used by the user after 
factory shipments is explained, referring to the flow chart of drawing 3 similarly. If a line rocker switch 42 is 
turned ON in order that an user may use the above-mentioned electronic equipment, supply voltage will be 
supplied to all the electronic parts of the circuit 10 surrounded with the dashed line of drawing 1 from the 
power circuit 40, and CPU12 will perform the operating system stored in OS.ROM14. Thereby, CPU 12 
distinguishes first whether this initialization ending flag is set with reference to the initialization ending flag of 
the predetermined address on memory 18 (SA1). 

[0042] And if the initialization flag is set (SA1, YES), data will be read from the write-in field of the system data 
of memory 18 (SB1), and it will investigate whether a system data is on memory 18 by investigating whether it 
is the same as that of the system data with which this data was written in by the aforementioned processing 
SA(SB2). 

[0043] And if there is the above-mentioned applicable system data, an application program will be read from 
AP.ROM20 and this application program will be started (SB3). 

[0044] Thus, only when the initialization ending flag is set to memory 18 and the applicable system data is 
written in, the application program stored in AP and ROM20 is performed. 

[0045] On the other hand, when there is no system data which corresponds at the above-mentioned step SB2, 
execution of the above-mentioned application program is not performed, but processing is ended immediately. 
In this example, when the unjust action which removes above-mentioned AP.ROM20 from a printed circuit 
board for the inaccurate purpose. of decoding or converting the above-mentioned application program after 
factory .shipments is performed so that it may mention later, it is the structure from which it is eliminated, the 
content, i.e., aforementioned system data, of memory 18. 

[0046] It becomes impossible therefore, to start the application program stored in AP.ROM20, when the above 
unjust action is performed. Moreover, since the double check of an initialization flag and a system data is 
performed in this example, the above unjust action is forbidden severely. Moreover, when the above-mentioned 
initialization ending flag is made into a bit flag, this is also a cure for it, accidental (soft error by the human 
action or alpha rays etc.), or since there may also be a situation where the above-mentioned initialization flag 
will be set intentionally, after performing the above unjust action. 

[0047] Furthermore,, after performing the-above-mentioned initializer and finishing setting this initialization 
ending flag before factory shipments as mentioned above in order to expect safety, the above-mentioned 
initializer is eliminated immediately and the purchaser of this electronic equipment has taken the measures 
which cannot use this initializer (SA5 of the flow chart of drawing 2 ). 

[0048] Next, the example of a package of the example of a configuration of being shown in above-mentioned 
drawin g 1 and draw ing 2 is shown in drawing 3 or drawing 5 . Drawing 3 is the side elevation showing an example 
of the package gestalt of this example. In this drawing, the screw setting of the printed circuit board (PCB) 60 
of the top in which the printed circuit board (PCB) 50 and the cell 24 of the bottom in which memory 18 was 
mounted were mounted is carried out on a screw 70 in four corners, and it is ****ed in the status counter. 
Moreover, in the center of PCB50 and PCB60, male form connector 80D and female form connector 80U are 
drooped, respectively, and such connector 80D and connector 80U are made mutual a fitting and connection in 
the above-mentioned **** status. 

[0049] Male form connector 80D drooped on PCB50 is connected to the terminal Vcc of memory 18 through 
the printed circuit 52 formed on this PCB50. On the other hand, female form connector 80U drooped on PCB60 
is connected to the plus electrode of a cell 24, and the line rocker switch 42 of a power circuit 40 through the 
printed circuit 62 formed on PCB60. Moreover, the above-mentioned cell 24 supports the edge by the base 
material 90 embedded at PCB60 so that it may not drop out of PCB60. Moreover, although not illustrated 
especially, AP.ROM20 is also mounted on PCB50. 

[0050] In the above configurations, the above-mentioned male form connector 80D and female form connector 
80U correspond to the switch 28 shown in drawing 1 . Since it is in the above package status, in order to 
remove AP.ROM20 from PCB50, after extracting a screw 70 from PCB50 and PCB60, it is necessary to open 
PCB50. However, if it does in this way and PCB50 is opened, the fitting of male form connector 80D and female 
form connector 80U will separate, and supply of the supply voltage from the cell 24 or the power circuit 40 to 
memory 18 will be intercepted. And as a result, all the content of storage of memory 18 is eliminated. And as a 
result, while the aforementioned system data currently written in memory 18 is eliminated, an initialization 
ending flag will be reset. 

[0051] Therefore, for the purpose of converting unjustly the application program currently written in 
AP.ROM20, if AP.ROM20 is unfairly taken out from the inside of a device, a device will stop operating normally 
henceforth. For this reason, it becomes impossible to start the inaccurate application program created without 
notice by this device. 

[0052] In addition, above-mentioned PCB60 may be the up case of a device. Next, drawing 4 is drawing showing 
other examples of a package of the example shown in above-mentioned drawing 1 and drawing 2 . This drawing 
(a) Memory 18, AP.ROM20, etc. which are shown in drawing _1 are mounted in the front face of the printed- 
circuit substrate (PCB) 101 so that it may be shown, and it js drawing 4 (a). The through hole is prepared so 
that it may be shown in the center. This drawing (b) On the front face of PCB101 around this through hole, and 
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the rear face, ring-like the surface pad (conductor land) 102 and the rear-face pad (conductor land) 103 are 
formed, respectively so that it may be shown. The path of these pads 102,103 is large rather than the path of 
the above-mentioned through hole, and these pads 102 and pads 103 are not electrically connected through 
this through hole. Moreover, this surface pad 103 is electrically connected with the above-mentioned memory 
18 by the printed circuit which is not illustrated [ which was formed in the surface section of PCB101 ]. On the 
other hand, this rear-face pad 102 is electrically connected with the cathode of the diode 30 shown in drawing 
1 , and the diode 26 through the printed circuit which is not illustrated [ which was formed in the rear face and 
.front face of PCB101 ], and the non-illustrated through hole. 

[0053] The front-face side of above-mentioned PCB101 is covered in the case 120. The bore side of the 
hollow height 121 of this case 120 serves as the cavity, and the insertion nut 123 which consists of a 
conductive component is embedded in the cavity. And above-mentioned PCB101 and the above-mentioned 
case 120 fix by ****ing the screw 140 which changes from a conductive component to the insertion nut 123 in 
the hollow height 121 of the above-mentioned case 120 through the through hole of this PCB101. In addition, in 
this **** status, the spring 125 which consists of a conductive component is ****ed between the surface 
sections of PCB101 which counters the above-mentioned insertion nut 123 and this. Moreover, in this fixing 
status, the head of a screw 140 touches the above-mentioned rear-face pad 103 by the rear-face side of 
PCB101. Therefore, in the status that PCB101 and the case 120 fixed with the screw 140 and the insertion nut 
123 in this way, since the rear-face pad 102 and the surface pad 103 are electrically connected through a 
screw 140, the insertion nut 123, and the spring 125, it is backed up by the cell 24 while supply voltage is 
supplied to memory 18 from a power circuit 140. 

[0054] In the above-mentioned configuration, a pad 102,103, the insertion nut 121, the spring 125, and the 
screw 140 correspond to the switch 28 shown in drawing 1 . As mentioned above, since AP.ROM20 is mounted 
in the surface section side of PCB101, in order to remove AP.ROM20 from PCB101, it needs to. remove a 
screw 140. However, if a screw 140 is removed, since the rear-face pad 102 and the surface pad 103 which had 
been conducted through this screw 140 will be in non-continuity, supply of the supply voltage from the power 
circuit 40 and the cell 24 to memory 18 will be intercepted, and all the content of storage of memory 18 will be 
eliminated. 

[0055] Thus, also in the example of a package shown in drawi ng 4 , if this AP.ROM20 is removed from PCB101 
for the unjust purpose of exchanging AP.ROM20 for other AP.ROMs, this electronic equipment will never stop 
operating. 

[0056] Next, drawmg.5 is drawing showing the example of a package of further others of the example of a 
configuration of being shown in above-mentioned drawing 1 and drawing 2 . At this example, it js drawing 5 (a). 
IC socket 220 for AP.ROM21 insertion is inserted in a part of PCB210 in which the electronic parts of each 
block shown in drawing 1 so that it may be shown were mounted. Moreover, the microswitch 230 which 
corresponds to the switch 28 of drawing 1 inside this IC socket 220 is ****ed. The height of the push button 
231 of this microswitch 230 is set as a height which this microswitch 230 is pushed and is turned on, when 
AP.ROM21 is inserted in this IC socket 220. 

[0057] Therefore, since the switch 28 shown in drawing 1 at the time of factory shipments is switched on, a 
predetermined constant voltage is supplied from the cell 24 whose memory 18 mounted in PCB210 is a backup 
power supply. For this reason, while the system data written in memory 18 is held, an initialization ending flag is 
also held at the set status. 

[0058] And for the inaccurate purpose of a certain purchaser exchanging AP.ROM20 for other AP.ROMs 
unfairly after factory shipments, if the AP.ROM20 is ****ed from IC socket 220, a microswitch 230 will become 
off and supply of the supply voltage to the memory 18 from the power circuit 40 and the cell 24 will be 
intercepted. And as this result, since all the content of storage of memory 18 is eliminated, a system data is 
also eliminated and an initialization ending flag is also reset. 

[0059] Therefore, the same effect as the example shown in drawjnjg_3 and drawing 4 which were mentioned ■ 
above is acquired. Next, as shown in drawing 6 , the example of a package in case the power which supplies 
supply voltage to memory 18 in the circuit shown in drawing 1 consists only of a cell 24 is shown in drawing 7 . 
[0060] in this drawing, the printed circuit board (PCB) 250 in which memory 18 was mounted, and other printed 
circuit boards (PCB) 260 carry out the screw setting of each four corners on a screw 270 — having — a 
predetermined spacing — it is fixed mutually, separating 

[0061] In this fixed status, the elastic component 280 is ****ed on this PCB250, and the cell 24 is ****ed 
between this elastic component 280 and above-mentioned PCB260. Moreover, the wiring component which is 
not illustrated [ which fixed on the front face of the printed circuit 252 formed on PCB250 and the elastic 
component 280 ] connects electrically, and the memory 18 mounted in PCB250 and the above-mentioned cell 
24 back up memory 18 from a cell 24 by it. Moreover, although not illustrated especially, AP.ROM20 is also 
mounted on PCB250. For this reason, in order to take out AP.ROM20, it has the structure where any of 
PCB250 and PCB260 by which screw setting is carried out on the screw 270, or one side must be opened. In 
the above configurations, the contact section with the wiring component which is not illustrated [ which fixed in 
the plus terminal and the above-mentioned elastic component 280 of a cell 24 ] corresponds to the switch 28 
of drawing 1 . 

[0062] And if someone removes a screw 270 and opens PCB260 or PCB250 for the inaccurate purpose of 
exchanging AP.ROM20 for another AP.ROM unfairly when it is in the status which shows in drawing 4 , the cell 
24 which had appeared in the unstable status on the elastic component 280 will be omitted from on the elastic 
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component 280, and supply of the supply voltage to memory 1 8 will stop from this cell 24. While the above- 
mentioned system data memorized by memory 18 is eliminated by this, an initialization setting flag is reset. 
Consequently, it becomes impossible to perform the application program currently again written in AP.ROM20 
by this system though returned to the status which shows in drawing 7 again like the example shown in above- 
mentioned drawing 3 or drawing 5 . Moreover, execution of the application program written in AP.ROM for which 
it was exchanged unfairly also becomes impossible. 

[0063] In addition, if the component which has conductivity as the above-mentioned elastic component 280 is 
used, the above-mentioned wiring component will become unnecessary. Next, or drawing 8 tends to decode 
unjustly the program currently written in AP.ROM20, it is drawing showing the example of a package of the 
electronic equipment which prevents the unjust action of the AP.ROM20 being unfairly exchanged for other 
AP.ROMs, and operating electronic equipment by another application program. 

[0064] In this drawing, like the example shown in drawing 7 mentioned above, screw setting is carried out on a 
screw 330, only the distance of a predetermined spacing separates each four corners mutually, and two 
PCB310 and PCB320 are being fixed. 

[0065] above-mentioned PCB310 top — EPROM (Erasable and Programmable Read OnlyMemory) **** — 
AP.ROM20 which changes is mounted Moreover, when the power of about 15 W is supplied on this AP.ROM20, 
the stroboscope tube 340 for eliminating the stored data of above-mentioned AP.ROM20 to which wavelength 
irradiates the ultraviolet rays of about 2357 ** for about 0.96 seconds carries and fixes. Furthermore, between 
above-mentioned PCB310 and above-mentioned PCB320, ** arrival of the insulating component 350 which the 
end fixed in above-mentioned PCB320 is carried out, and the nose of cam of the 1st conductive component 
360 which has the rigidity which the part fixed on PCB310, and the 2nd conductive component 370 is this **ing 
on both sides of this insulating component 350. The nose of cam of these conductive components 360,370 is 
bent in the shape of a semicircle so that it may have elasticity. Therefore, if the above-mentioned insulating 
component 350 is removed, the nose of cam of the two above-mentioned conductive components 360 and 370 
will contact mutually. That is, the three above-mentioned components 350,360,370 constitute one pilot switch. 
[0066] The other end of the above-mentioned conductive component 360 is connected with the power input 
terminal of the above-mentioned stroboscopic tube 340, and the other end of another conductive component 
370 is connected to the non-illustrated cell through the printed circuit formed on PCB310. 
[0067] Thus, since AP.ROM20 is ****ed between PCB310 and PCB320, in order to take out AP.ROM20, it 
needs to remove a screw 330 and needs to open PCB320. However, since the insulating component 350 will 
also be drawn out with PCB320 if such action is performed, each nose of cam of the conductive component 
360 and the conductive component 370 contacts for the above grounds, and the drive power of about 1 5 W is 
supplied to the stroboscopic tube 340 from the aforementioned cell. All the content by which the ultraviolet 
rays of about 2357 ** were irradiated by the ultraviolet-rays transparency aperture of AP.ROM20 which 
consists of the stroboscopic tube 340 to EPROM for about 0.96 seconds, and wavelength was written by this in 
it at AP.ROM20, i.e., the content of an application program, is eliminated. Therefore, decode of the application 
program written in AP.ROM20 of the shipped electronic equipment becomes impossible. 

[0068] In addition, in this example, although EPROM is used for AP.ROM20, you may use EEPROM (Electrically 
Erasable Programmable ROM) instead of EPROM. In this case, the switch which detects what above-mentioned 
PCB320 was able to open, for example is formed, and it considers as a configuration whose microprocessor the 
signal from this pilot switch is received and eliminates the content of storage of the above-mentioned 
EEPROM. 

[0069] Moreover, as a modification of the example shown in aforementioned dnawj_ng_5 , ICs other than 
AP.ROM20 (for example, memory 18) are inserted in above-mentioned IC socket 220, and it may be made to 
eliminate all the content of storage of AP.ROM20 which consists of eliminable ROM of EPROM or EEPROM by 
the detecting signal of the microswitch 230 at the time of the IC being sampled from IC socket 220. When it 
considered as such a configuration, above-mentioned IC socket 220 was equipped with memory 18 "and the 
unjust action is performed to the electronic equipment after shipment, the deletion not only of the content of 
AP.ROM20 but the content of memory 18 is attained simultaneously. 
[0070] 

[Effect of the invention] As explained above, according to invention the claim 1 or given in five, write the data 
defined beforehand in memory and activation of a predetermined program is faced. When it detects whether the 
aforementioned data are memorized in the aforementioned memory and it is detected that the data is not 
memorized Since it is made not to start the aforementioned predetermined program, it can avoid starting the 
unjust program created without notice in the electronic equipment of a microcomputer control (if it is not a 
regular program, it can avoid making it (operating)). Moreover, when it is going to convert the above-mentioned 
electronic equipment unlawfully and the interior is opened, the electronic equipment can be prevented from 
operating normally henceforth. 

[0071] It has the parts support in which the eraser which eliminates the content of storage of eliminable ROM 
which memorizes a program or data, and ROM in which this deletion is possible in invention of claim 6 
publication was mounted. When the spacing of a wrap substrate and the aforementioned parts support is 
opened, this parts support Since prepare the pilot switch which detects this, the change of state of this pilot 
switch is answered, the aforementioned eraser is driven and the content of storage of ROM in which the 
aforementioned deletion is possible was eliminated In the electronic equipment by which the microcomputer is 
incorporated, decode of the program mounted in the device can be forbidden, and an unjust soft creation can 
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be prevented. 
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* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

"l.This document has been translated by computer. So the translation may not reflect the original precisely. 
2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



TECHNICAL FIELD - 

[Field of the Invention] this invention relates to the bootstrap protection technique which starts the technique 
of starting a predetermined program, especially protects this program from unjust exchange, unjust unjust 
reconstruction, decode, etc., etc. 
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PRIOR ART 

[Prior art] That [ the device's / the latest electronic equipment or the latest industrial device ] into which 
intelligent-ization built the microcomputer splendidly increases. In such a microcomputer inclusion device, 
various functions-izing and individualization of a function are possible by program control. 
[0003] For this reason, the content of the program currently written in ROM (read only memory) of the 
microcomputer built into the device serves as the secret matter important for each company, in what achieves 
the function especially with the important program, other companies will decode ******** unlawfully or, as for 
being copied, the reliability of the product will become weaker. 

[0004] Moreover, it is also a big wound for a company that ROM in which the program was written is unfairly 
substitutable, it is made to add a part of function, or functional change is achieved. 
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EFFECT OF THE INVENTION 

[Effect of the invention] As explained above, according to invention the claim 1 or given in five, write the data 
defined beforehand in memory and activation of a predetermined program is faced. When it detects whether the 
aforementioned data are memorized in the aforementioned memory and it is detected that the data is not 
memorized Since it is made not to start the aforementioned predetermined program, it can avoid starting the 
unjust program created without notice in the electronic equipment of a microcomputer control (if it is not a 
regular program, it can avoid making it (operating)). Moreover, when it is going to convert the above-mentioned 
electronic equipment unlawfully and the interior is opened, the electronic equipment can be prevented from 
operating normally henceforth. 

[0071] It has the parts support in which the eraser which eliminates the content of storage of eliminable ROM 
which memorizes a program or data, and ROM in which this deletion is possible in invention of claim 6 
publication was mounted. When the spacing of a wrap substrate and the aforementioned parts support is 
opened, this parts support Since prepare the pilot switch which detects this, the change of state of this pilot 
switch is answered, the aforementioned eraser is driven and the content of storage of ROM in which the 
aforementioned deletion is possible was eliminated In the electronic equipment by which the microcomputer is 
incorporated, decode of the program mounted in the device can be forbidden, and an unjust soft creation can 
be prevented. 
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TECHNICAL PROBLEM 

[Object of the Invention] However, the actual condition is that sufficient measures against protection are not 
conventionally taken in the device by which the above-mentioned **** microcomputer was incorporated to the 
illegal decode or the illegal copy of a program (for example, application program) which were written in ROM. 
Moreover, sufficient protection is not given to unjust substitution of ROM in which the program was written. 
[0006] If it will not be made not to operate the device if this invention is not the regular program which should 
originally be included in a device in view of the above actual condition, namely, it puts in another way, it will aim 
at being unable to start the unjust program created without notice by the device, and being made to become. 
[0007] Furthermore, when it is going to take out ROM in which a device is unlawfully converted into and the 
program was written utterly, the device sets it as other purposes that it is made not to operate normally, 
henceforth. 

[0008] Moreover, it sets it as the purpose of further others to forbid decode of the program written in ROM 
mounted in the device, and to prevent a creation of an unjust program (soft). 
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MEANS . • 

[The means for solving a technical problem] Invention of claim 1 publication is characterized by starting the 
aforementioned predetermined program, when the data defined beforehand are written in memory, it detects 
whether the aforementioned data are memorized by the aforementioned memory in case of activation of a 
predetermined program and it is detected that the data is not memorized. 

[0010] The above-mentioned predetermined program is a program beforehand included in a certain electronic 
equipment, for example. Invention of claim 2 publication is performed for the writing of the aforementioned data 
in invention of the claim 1 above-mentioned publication by the program execution loaded from the exterior, and 
this program is characterized by being eliminated after an execution end. 

[001 1] The loading of the above-mentioned program is performed from external storage^ such as a floppy disk 
drive unit and a hard disk drive unit. Invention of claim 3 publication consists of the memory of a volatility 
[ memory / aforementioned ] in invention of the claim 1 above-mentioned publication. It has the power which 
supplies supply voltage to the parts support in which this memory was mounted at least, and this memory. 
When the current supply way to the aforementioned memory from this power is prepared between the 
aforementioned parts support and a substrate and the spacing of the aforementioned parts support and the 
aforementioned substrate is opened, it is characterized by intercepting the aforementioned current supply way. 
[0012] The above-mentioned current supply way contains for example, a connection connector or a screw. 
Moreover, the above-mentioned parts support may be a printed circuit board. When the aforementioned 
memory consists of volatile memory, invention of claim 4 publication has the power which supplies supply 
voltage to the aforementioned memory, and forms a switch in invention of the claim 1 above-mentioned 
publication between the substrates in which the electronic parts with which a program etc. is memorized, and 
these electronic parts are mounted and the aforementioned electronic parts are removed from the 
aforementioned substrate, it carries out intercepting the supply of power to the aforementioned memory by the 
change of state of the aforementioned switch as the characteristic feature. 

[0013] The above-mentioned electronic parts are ROMs (Read Only Memory) in which the application program 
for for example, electronic equipment inclusion is written. In invention of the claim 1 above-mentioned 
publication, invention of claim 5 publication is characterized by the aforementioned cell being omitted, when the 
aforementioned memory consists of volatile memory, it has the cell which supplies power to the substrate in 
which this memory was mounted at least, and this memory, the aforementioned substrate and the 
aforementioned substrate are ****ed between wrap substrates for this cell and the spacing of the 
aforementioned substrate and the aforementioned substrate is opened. 

[0014] The above-mentioned substrate may be a printed circuit board.. It carries out that invention of claim 6 
publication prepares the pilot switch which detects this, answers the change of state of this pilot switch, drives 
the aforementioned eraser, and eliminates the content of the ROM in which the aforementioned deletion is 
possible of storage when it has the parts support in which the eraser which eliminates the content of storage of 
eliminable ROM which memorizes a program or data, and ROM in which this deletion is possible was mounted 
and the spacing of a wrap substrate and the aforementioned parts support is opened in this parts support as 
the characteristic feature 

[0015] ROM in which the above-mentioned deletion is possible consists of ultraviolet-rays deletion [for 
example, ] type EPROM (Erasable Pro-grammable ROM), and the above-mentioned eraser consists of black 
lights, such as the stroboscopic tube which irradiates ultraviolet rays, in this case. Moreover, the above- 
mentioned pilot switch consists of a microswitch. moreover, ROM in which the above-mentioned deletion is 
possible — for example, EEPROM (Electrically Erasable Programmable ROM) you may be . 
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OPERATIO N . 

[Operation] In invention of the claim 1 above-mentioned publication, the data defined beforehand are written in 
memory (it is henceforth expressed as data memory for convenience). And if it detects whether the 
aforementioned data are memorized by the aforementioned data memory and the data is not memorized in case 
a predetermined program is started, activation of the aforementioned predetermined program is not performed. 
[0017] The predetermined program for [ above-mentioned ] a microcomputer control which follows, for 
example, is included in the electronic equipment of a microcomputer control (it is henceforth expressed as a 
microcomputer control) Decode or reconstruction, When it is going to remove the memory (it is henceforth 
expressed as program memory for. convenience) by which the above-mentioned predetermined program is 
written in still another program for the inaccurate purpose, such as exchange ******, from the substrate in the 
above-mentioned electronic equipment, When the aforementioned data memorized in the above-mentioned data 
memory were eliminated and the above unjust action is performed, it can avoid operating the above-mentioned 
electronic equipment normally henceforth. If it puts in another way, it can avoid operating the above-mentioned 
electronic equipment except a regular program. 

[0018] moreover, invention of claim 2 publication — setting — the account of the above-mentioned memory 
top — the program execution loaded from the exterior performs the writing of the data defined beforehand, and 
this program is immediately eliminated after the execution end 

[0019] therefore, the thing for which the above d<ata write-in processings are performed at the time of factory 
shipments — after product shipment — a third person — the above-mentioned memory — the account of a 
top — it becomes almost impossible to write in the data defined beforehand For this reason, when the above 
unjust action is performed by eliminating the above-mentioned data when the action which removes the 
memory in which the above-mentioned predetermined program was written from a substrate is done in order to 
convert a device unfairly as mentioned above, the device can be prevented from operating normally henceforth. 

[0020] Moreover, in invention of claim 3 publication, the power which supplies supply voltage to the parts 
support in which this data memory was mounted at least as the aforementioned data memory using volatile 
memory, and this data memory is prepared, and the current supply way to the aforementioned data memory 
from this power is further prepared between the aforementioned parts support and a substrate. And when the 
spacing of the aforementioned parts support and the aforementioned substrate is opened, the aforementioned 
current supply way is intercepted. For this reason, since supply of the supply voltage to data memory stops, 
the aforementioned data memorized by the data memory are eliminated. 

[0021] Therefore, in case the aforementioned program memory is mounted on the aforementioned substrate 
and the program memory is taken out from the substrate, the same effect as invention of the claim 1 above- 
mentioned publication is acquired by making it a configuration which the spacing of the aforementioned parts 
support and the aforementioned substrate surely opens and by which the aforementioned current supply way is 
intercepted. 

[0022] In invention of claim 4 publication, the power which supplies supply voltage to the aforementioned data 
memory as the aforementioned data memory using volatile memory is prepared, and a switch is formed between 
the substrates in which the electronic parts with which a program etc. is memorized further, and these 
electronic parts are mounted. And when the aforementioned electronic parts are removed from the 
aforementioned substrate, supply of the supply voltage to the aforementioned memory is made to intercept by 
the change of state of the aforementioned switch. Thereby, the aforementioned data memorized by the 
aforementioned data memory are eliminated. 

[0023] It is going to convert, exchange or decode the above-mentioned predetermined program unlawfully by 
following, for example, making the above-mentioned electronic parts into the above-mentioned program 
memory, and if the action which removes the above-mentioned program memory from the above-mentioned 
substrate is performed, the electronic equipment in which the program memory is mounted for the above- 
mentioned ground will stop operating normally henceforth. 

[0024] In invention of claim 5 publication, the cell which supplies supply voltage to the substrate in which this 
data memory was mounted at least as the aforementioned data memory using volatile memory, and this data 
memory is formed, and it considers as the configuration by which this cell is ****ed between the 
aforementioned substrate and a substrate. For this reason, if the spacing of the aforementioned substrate and 
the aforementioned substrate is opened, the aforementioned cell will be omitted and, thereby, the 
aforementioned data memorized by the aforementioned data memory will be eliminated. 
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[0025] Therefore, when the aforementioned program memory tends to be mounted on the aforementioned 
substrate and it is going to remove the program memory from the substrate, the same effect as invention of 
the claim 1 above-mentioned publication is acquired by surely considering as a configuration which the spacing 
of the substrate and the aforementioned substrate opens. 

[0026] In invention of claim 6 publication, when the parts support in which the eraser which eliminates the 
content of storage of eliminable ROM which memorizes a program or data, and ROM in which this deletion is 
possible was mounted is prepared and the spacing of a wrap substrate and the aforementioned parts support is 
further opened in this parts support, the pilot switch which detects this is prepared. And the change of state of 
this pilot switch is answered, the aforementioned eraser is driven, and the content of storage of ROM in which 
the aforementioned deletion is possible is eliminated. 

[0027] Therefore, if the program included in the electronic equipment of a microcomputer control is stored in 
ROM in which the above-mentioned deletion is possible, and the program tends to be decoded and it is going to 
open the above-mentioned substrate utterly, the above-mentioned pilot switch will operate and the above- 
mentioned program currently written in the above-mentioned ROM by the above-mentioned eraser will be 
eliminated. And thereby, decode of the above-mentioned program becomes impossible. 
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EXAMPLE ■ 

[Example] Hereafter, the example of this invention is explained, referring to a drawing. Drawing 1 is the circuit 
block diagram showing the system configuration of the electronic equipment which is one example of this 
invention. 

[0029] In this drawing, the circuit 10 surrounded with the dashed line is mounted in 1 or two or more printed- 
circuit-board superiors. This circuit 10 is equipped with QS.ROM16 connected with CPU12 and this CPU12 by 
bus 14, IP.RAM18, the memory 18, AP.ROM20, and I/O controller 22. 

[0030] OS.ROM16 consists of ROMs (read only memory), such as a mask ROM (mask Read Only Memory), and 
the operating system (OS) performed by CPU 12 is stored. 

[0031] IP. RAMI 6 is RAM (random access memory) which stores the initializer inputted through I/O controller 
22. Memory 18 is volatile memory and supply voltage is supplied to it from the power circuit 40 of the exterior 
which is usually main power. And when the switch 42 of this power circuit 40 becomes off and supply of the 
supply voltage from a power circuit 40 stops, data are held by receiving supply of supply voltage from the cell 
24 which is a backup power supply and which consists, for example of a rechargeable battery. The plus 
electrode of this cell 24 is connected to the anode of diode 26, and the supply voltage from the above- 
mentioned cell 24 is supplied to memory 18 through this diode 26 and switch 28. On the other hand, the supply 
voltage from a power circuit 40 is supplied to memory 1 8 through a line rocker switch 42, another diode 30. and 
the above-mentioned switch 28. 

[0032] AP.ROM20 is ROM in which the predetermined application program was written, and by irradiation of 
ultraviolet rays, a batch deletion of data is possible for it, and it is EPROM (Erasable and Programmable Read 
Only Memory) in which the re-writing of data -is also possible. 

[0033] I/O controller 22 controls I/O of the data between GPU12, and external storage, such as a floppy disk 
drive unit and a hard disk drive unit, and other peripheral devices. 

[0034] A power circuit 40 is a switching power supply (Switing Power Suplly). It is the direct-current regulated 
power supply which consists of a grade, and the DC-power-supply voltage is supplied to CPU 12, OS.ROM14, 
IP.RAM16, AP.ROM20, and I/O controller 22 in addition to the above-mentioned memory 18. 
[0035] Next, an operation of the electronic equipment of the above-mentioned configuration is explained, 
referring to the flow chart of drawj_ng_2 . First, this electronic equipment processes SA surrounded and shown 
in this drawing with a dashed line before shipment. 

[0036] This processing SA is initialization processing of the system for preventing unjust exchange of 
AP.ROM20. First, if a line rocker switch 42 is set as ON, CPU12 will perform OS (operating system) stored in 
OS.ROM14, and it will distinguish whether the initialization ending flag is set with reference to the 
predetermined address as which memory 18 was determined beforehand first (SAD. This initialization ending 
flag is a 1-bit flag. 

[0037] In this phase, still, since the initialization ending flag is not set (SA1, NO), it loads an initializer to 
IP. RAMI 6 through I/O controller 22 from the storage of the non-illustrated exterior at a degree (SA2). 
[0038] CPU12 starts this initializer continuously (SA3), and the system data defined beforehand is written in 
the predetermined field of memory 18 by execution of this initializer (SA4). This system data is a words 
[ several ] predetermined character string. 

[0039] Then, the aforementioned initializer loaded on IP.RAM16 is eliminated (SA5), and, next, the above- 
mentioned initialization ending flag of the predetermined address of memory 18 is set (SA6). 
[0040] In case the above-mentioned electronic equipment is shipped from the works by the above initialization 
processing SAs of a system, while the initialization ending flag is set by them, the above-mentioned system 
data is written in the predetermined field of memory 18 by them. In addition, since a ceil 24 is mounted at the 
time of factory shipments, and a switch 28 is also set as ON and memory 18 is backed up, the status of the 
system data written in the predetermined field of this memory 18 and an initialization ending flag is held. 
[0041] Next, an operation of the above-mentioned electronic equipment when being used by the user after 
factory shipments is explained, referring to the flow chart of drawing 3 similarly. If a line rocker switch 42 is 
turned ON in order that an user may use the above-mentioned electronic equipment, supply voltage will be 
supplied to all the electronic parts of the circuit 10 surrounded with the dashed line of drawing 1 from the 
power circuit 40, and CPU12 will perform the operating system stored in OS.ROM14. Thereby, CPU12 
distinguishes first whether this initialization ending flag is set with reference to the initialization ending flag of 
the predetermined address on memory 18 (SA1). 

[0042] And if the initialization flag is set (SA1, YES), data will be read from the write-in field of the system data 
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of memory 18 (SB1), and it wilt investigate whether a system data is on memory 18 by investigating whether it 
is the same as that of the system data with which this data was written in by the aforementioned processing 
SA (SB2). 

[0043] And if there is the above-mentioned applicable system data, an application program will be read from 
AP.ROM20 and this application program will be started (SB3). 

[0044] Thus, only when the initialization ending flag is set to memory 18 and the applicable system data is 
written in, the application program stored in AP and ROM20 is performed. 

[0045] On the other hand, when there is no system data which corresponds at the above-mentioned step SB2, 
execution of the above-mentioned application program is not performed, but processing is ended immediately. 
In this example, when the unjust action which removes above-mentioned AP.ROM20 from a printed circuit 
board for the inaccurate purpose of decoding or converting the above-mentioned application program after 
factory shipments is performed so that it may mention later, it is the structure from which it is eliminated, the 
content, i.e., aforementioned system data, of memory 18. 

[0046] It becomes impossible therefore, to start the application program stored in AP.ROM20, when the above 
unjust action is performed. Moreover, since the double check of an initialization flag and a system data is 
performed in this example, the above unjust action is forbidden severely. Moreover, when the above-mentioned 
initialization ending flag is made into a bit flag, this is also a cure for it, accidental (soft error by the human 
action or alpha rays etc.), or since there may also.be a situation where the above-mentioned initialization flag 
will be set intentionally, after performing the above unjust action. 

[0047] Furthermore, after performing the above-mentioned initializer and finishing setting this initialization 
ending flag before factory shipments as mentioned. above in order to expect safety, the above-mentioned 
initializer is eliminated immediately and the purchaser of this electronic equipment has taken the measures 
which cannot use this initializer (SA5 of the flow chart of djawjng_2 ). 

[0048] Next, the example of a package of the example of a configuration of being shown in above-mentioned 
drawing 1 and drawing 2 is shown in drawing 3 or drawing 5 . Drawing 3 is the side elevation showing an example 
of the package gestalt of this example. In this drawing, the screw setting of the printed circuit board (PCB) 60 
of the top in which the printed circuit board (PCB) 50 and the cell 24 of the bottom in which memory 18 was 
mounted were mounted is carried out on a screw 70 in four corners, and it is ****ed in the status counter. 
Moreover, in the center of PCB50 and PCB60, male form connector 80D and female form connector 80U are 
drooped, respectively, and such connector 80D and connector 80U are made mutual a fitting and connection in 
the above-mentioned **** status. 

[0049] Male form connector 80D drooped on PCB50 is connected to the terminal Vcc of memory 18 through 
the printed circuit 52 formed on this PCB50. On the other hand, female form connector 80U drooped on PCB60 
is connected to the plus electrode of a cell 24, and the line rocker switch 42 of a power circuit 40 through the 
printed circuit 62 formed on PCB60. Moreover, the above-mentioned cell 24 supports the edge by the base 
material 90 embedded at PCB60 so that it may not drop out of PCB60. Moreover, although not illustrated 
especially, AP.ROM20 is also mounted on PCB 50. 

[0050] In the above configurations, the above-mentioned male form connector 80D and female form connector 
80U correspond to the switch 28 shown in drawjngj . Since it is in the above package status, in order to 
remove AP.ROM20 from PCB50, after extracting a screw 70 from PCB50 and PCB60, it is necessary to open 
PCB50. However, if it does in this way and PCB50 is opened, the fitting of male form connector 80D and female 
form connector 80U will separate, and supply of the supply voltage from the cell 24 or the power circuit 40 to 
memory 18 will be intercepted. And as a result, all the content of storage of memory 18 is eliminated. And as a 
result, while the aforementioned system data currently written in memory 18 is eliminated, an initialization 
ending flag will be reset. 

[0051] Therefore, for the purpose of converting unjustly the application program currently written in 
AP.ROM20, if AP.ROM20 is unfairly taken out from the inside of a device, a device will stop operating normally 
henceforth. For this reason, it becomes impossible to start the inaccurate application program created without 
notice by this device. 

[0052] In addition, above-mentioned PCB60 may be the up case of a device. Next, drawing 4 is drawing showing 
other examples of a package of the example shown in above-mentioned drawing J and .drawing 2 . This drawing 
(a) Memory 18, AP.ROM20, etc. which are shown in drawing 1 are mounted in the front face of the printed- 
circuit substrate (PCB) 101 so that it may be shown, and it |s drawing. 4 (a). The through hole is prepared so 
that it may be shown in the center. This drawing (b) On the front face of PCB 101 around this through hole, and 
the rear face, ring-like the surface pad (conductor land) 102 and the rear-face pad (conductor land) 103 are 
formed, respectively so that it may be shown. The path of these pads 102,103 is large rather than the path of 
the above-mentioned through hole, and these pads 102 and pads 103 are not electrically connected through 
this through hole. Moreover, this surface pad 103 is electrically connected with the above-mentioned memory 
18 by the printed circuit which is not illustrated [ which was formed in the surface section of PCB 101 ]. On the 
other hand, this rear-face pad 102 is electrically connected with the cathode of the diode 30 shown in drawing 
1 , and the diode 26 through the printed circuit which is not illustrated [ which was formed in the rear face and 
front face of PCB 101 ], and the non-illustrated through hole. 

[0053] The front-face side of above-mentioned PCB101 is covered in the case 120. The bore side of the 
hollow height 121 of this case 120 serves as the cavity, and the insertion nut 123 which consists of a 
conductive component is embedded in the cavity. And above-mentioned PCB 101 and the above-mentioned 
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case 120 fix by ****ing the screw 140 which changes from a conductive component to the insertion nut 123 in 
the hollow height 121 of the above-mentioned case 120 through the through hole of this PCB101. In addition, in 
this **** status, the spring 125 which consists of a conductive component is ****ed between the surface 
sections of PCB101 which counters the above-mentioned insertion nut 123 and this. Moreover, in this fixing 
status, the head of a screw 140 touches the above-mentioned rear-face pad 103 by the rear-face side of 
PCB101. Therefore, in the status that PCB101 and the case 120 fixed with the screw 140 and the insertion nut 
123 in this way, since the rear-face pad 102 and the surface pad 103 are electrically connected through a 
screw 140, the insertion nut 123, and the spring 125, it is backed up by the cell 24 while supply voltage is 
supplied to memory 18 from a power circuit 140. 

[0054] In the above-mentioned configuration, a pad 102,103, the insertion nut 121, the spring 125, and the 
screw 140 correspond to the switch 28 shown in drawing J. . As mentioned above, since AP.ROM20 is mounted 
in the surface section side of PCB101, in order to remove AP.ROM20 from PCB101, it needs to remove a 
screw 140. However, if a screw 140 is removed, since the rear-face pad 102 and the surface pad 103 which had 
been conducted through this screw 140 will be in non-continuity, supply of the supply voltage from the power 
circuit 40 and the cell 24 to memory 18 will be intercepted, and all the content of storage of memory 18 will be 
eliminated. 

[0055] Thus, also in the example of a package shown in drawing 4 , if this AP.ROM20 is removed from PCB101 
for the unjust purpose of exchanging AP.ROM20 for other AP.ROMs, this electronic equipment will never stop 
operating. 

[0056] Next, dra wing 5 is drawing showing the example of a package of further others of the example of a 
configuration of being shown in above-mentioned drawing 1 and drawing 2 . At this example, it is drawing 5 (a). 
IC socket 220 for AP.ROM21 insertion is inserted in a part of PCB210 in which the electronic parts of each 
block shown in drawjng J_ so that it may be shown were mounted. Moreover, the microswitch 230 which 
corresponds to the switch 28 of drawing 1 inside this IC socket 220 is ****ed. The height of the push button 
231 of this microswitch 230 is set as a height which this microswitch 230 is pushed and is turned on, when 
AP.R0M21 is inserted in this IC socket 220. 

[0057] Therefore, since the switch 28 shown in drawing,! at the time of factory shipments is switched on, a 
predetermined constant voltage is supplied from the cell 24 whose memory 18 mounted in PCB210 is a backup 
power supply. For this reason, while the system data written in memory 18 is held, an initialization ending flag is 
also held at the set status. 

[0058] And for the inaccurate purpose of a certain purchaser exchanging AP.ROM20 for other AP.ROMs 
unfairly after factory shipments, if the AP.ROM20 is ****ed from IC socket 220, a microswitch 230 will become 
off and supply of the supply voltage to the memory 18 from the power circuit 40 and the cell 24 will be 
intercepted. And as this result, since all the content of storage of memory 18 is eliminated, a system data is 
also eliminated and an initialization ending flag is also reset. 

[0059] Therefore, the same effect as the example shown in drawing 3 and drawing 4 which were mentioned 
above is acquired. Next, as shown in drawing 6 , the example of a package in case the power which supplies 
supply voltage to memory 1 8 in the circuit shown in drawing 1 consists only of a cell 24 is shown in drawing 7 . 
[0060] in this drawing, the printed circuit board (PCB) 250 in which memory 18 was mounted, and other printed 
circuit boards (PCB) 260 carry out the screw setting of each four corners on a screw 270 — having — a 
predetermined spacing — it is fixed mutually, separating 

[0061] In this fixed status, the elastic component 280 is ****ed on this PCB250, and the cell 24 is ****ed 
between this elastic component 280 and above-mentioned PCB260. Moreover, the wiring component which is 
not illustrated [ which fixed on the front face of the printed circuit 252 formed on PCB250 and the elastic 
component 280 ] connects electrically, and the memory 18 mounted in PCB250 and the above-mentioned cell 
24 back up memory 18 from a cell 24 by it. Moreover, although not illustrated especially, AP.ROM20 is also 
mounted on PCB250. For this reason, in order to take out AP.ROM20, it has the structure where any of 
PCB250 and PCB260 by which screw setting is carried out on the screw 270, or one side must be opened. In 
the above configurations, the contact section with the wiring component which is not illustrated [ which fixed in 
the plus terminal and the above-mentioned elastic component 280 of a cell 24 ] corresponds to the switch 28 
°f drawing..! . 

[0062] And if someone removes a screw 270 and opens PCB260 or PCB250 for the inaccurate purpose of 
exchanging AP.ROM20 for another AP.ROM unfairly when it is in the status which shows in drawing 4 , the celt 
24 which had appeared in the unstable status on the elastic component 280 will be omitted from on the elastic 
component 280, and supply of the supply voltage to memory 18 will stop from this cell 24. While the above- 
mentioned system data memorized by memory 18 is eliminated by this, an initialization setting flag is reset. 
Consequently, it becomes impossible to perform the application program currently again written in AP.ROM20 
by this system though returned to the status which shows in drawing 7 again like the example shown in above- 
mentioned drawjng 3 or drawing 5 . Moreover, execution of the application program written in AP.ROM for which 
it was exchanged unfairly also becomes impossible. 

[0063] In addition, if the component which has conductivity as the above-mentioned elastic component 280 is 
used, the above-mentioned wiring component will become unnecessary. Next, or drawing 8 tends to decode 
unjustly the program currently written in AP.ROM20, it is drawing showing the example of a package of the 
electronic equipment which prevents the unjust action of the AP.ROM20 being unfairly exchanged for other 
AP.ROMs, and operating electronic equipment by another application program. 
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[0064] In this drawing, like the example shown in drawing 7 mentioned above, screw setting is carried out on a 
screw 330, only the distance of a predetermined spacing separates each four corners mutually, and two 
PCB310 and PCB320 are being fixed. 

[0065] above-mentioned PCB310 top — EPROM (Erasable and Programmable Read OnlyMemory) **** — 
AP.ROM20 which changes is mounted Moreover, when the power of about 15 W is supplied on this AP.ROM20, 
the stroboscopic tube 340 for eliminating the stored data of above-mentioned AP.ROM20 to which wavelength 
irradiates the ultraviolet rays of about 2357 ** for about 0.96 seconds carries and fixes. Furthermore, between 
above-mentioned PCB310 and above-mentioned PCB320, ** arrival of the insulating component 350 which the 
end fixed in above-mentioned PCB320 is carried out, and the nose of cam of the 1st conductive component 
360 which has the rigidity which the part fixed on PCB310, and the 2nd conductive component 370 is this **ing 
on both sides of this insulating component 350. The nose of cam of these conductive components 360,370 is 
bent in the shape of a semicircle so that it may have elasticity. Therefore, if the above-mentioned insulating 
component 350 is removed, the nose of cam of the two above-mentioned conductive components 360 and 370 
will contact mutually. That is, the three above-mentioned components 350,360,370 constitute one pilot switch. 
[0066] The other end of the above-mentioned conductive component 360 is connected with the power input 
terminal of the above-mentioned stroboscopic tube 340, and the other end of another conductive component 
370 is connected to the non-illustrated cell through the printed circuit formed on PCB310. 
[0067] Thus, since AP.ROM20 is ****ed between PCB310 and PCB320, in order to take out AP.ROM20, it 
needs to remove a screw 330 and needs to open PCB320. However, since the insulating component 350 will 
also be drawn out with PCB320 if such action is performed, each nose of cam of the conductive component 
360 and the conductive component 370 contacts for the above grounds, and the drive power of about 15 W is 
supplied to the stroboscopic tube 340 from the aforementioned cell. All the content by which the ultraviolet 
rays of about 2357 ** were irradiated by the ultraviolet-rays transparency aperture of AP.ROM20 which 
consists of the stroboscopic tube 340 to EPROM for about 0.96 seconds, and wavelength was written by this in 
it at AP.ROM20, i.e., the content of an application program, is eliminated. Therefore, decode of the application 
program written in AP.ROM20 of the shipped electronic equipment becomes impossible. 

[0068] In addition, in this example, although EPROM is used for AP.ROM20, you may use EEPROM (Electrically 
Erasable Programmable ROM) instead of EPROM. In this case, the switch which detects what above-mentioned 
PCB320 was able to open, for example is formed, and it considers as a configuration whose microprocessor the 
signal from this pilot switch is received and eliminates the content of storage of the above-mentioned 
EEPROM. 

[0069] Moreover, as a modification of the example shown in aforementioned drawing 5 . ICs other than 
AP.ROM20 (for example, memory 18) are inserted in above-mentioned IC socket 220, and it may be made to 
eliminate all the content of storage of AP.ROM20 which consists of eliminable ROM of EPROM or EEPROM by 
the detecting signal of the microswitch 230 at the time of the IC being sampled from IC socket 220. When it 
considered as such a configuration, above-mentioned IC socket 220 was equipped with memory 18 and the 
unjust action is performed to the electronic equipment after shipment, the deletion not only of the content of 
AP.ROM20 but the content of memory 18 is attained simultaneously. 
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* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 
[An easy explanation of a drawing] 

[ Drawing 1 ] It is the circuit block diagram showing the system configuration of the electronic equipment of 
one example of this invention. 

[ Drawing 2 ] It is a flow chart explaining an operation of CPU in the above-mentioned example. 
[ Drawing 3 ] It is drawing showing the 1st example of a package of the above-mentioned example. 
[ Drawing 4 ] It is drawing showing the 2nd example of a package of the above-mentioned example. 
[ Dxawmg 5 ] It is drawing showing the 3rd example of a package of the above-mentioned example. 
[ Drawing 6 ] The power for memory is drawing showing the example of a circuit which consists only of a cell. 
[ Drawing 7 ] It is drawing showing the example of a package of the above-mentioned memory and the above- 
mentioned cell when being the configuration which the power circuit for memory shows to drawing 7 . 
C DrawjngjJ ] It is drawing showing the example of a package at the time of using. EPROM as an AP.ROM. 
[An explanation of a sign] 
10 Circuit of Electronic Equipment 
12 CPU 
14 OS.ROM 
16 IP.ROM 
18 Memory 
20 AP.ROM 
22 I/O Controller 
24 Cell 28 Switch 
40 Power Circuit 
42 Line Rocker Switch 

50, 60, 101, 210, 250.260,310,320 Printed circuit board (PCB) 

70,140,270,330 Screw. 

80D Male connector 

80U Jack 

90 Base Material 

102 Rear-Face Pad 

103 Surface Pad 

120 Case 

121 Height of Case ' * 
123 Insertion Nut 

125 Spring 

220 IC Socket 

230 Microswitch 

252 Printed Circuit 

280 Elastic Component 

340 Stroboscopic Tube 

350 Insulating Component 

360 1 st Conductive Component 

370 2nd Conductive Component 
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AM • T^ir* • ^^-y) -Cfc£„ y^yi 

8 n ffi^gtt^^ * y -c*> q , mm** >r ^flUH-e&s 
^^mi^[ii^4 0^^mmE^^^na o -tu 
t\ K®tf4filB54 o<^-r ^^4 2^^-^ir^o-cmss 

a rt %$m^2 A<n^=7^wm*^^^—V2^(r>T 

[0 0 3 2] A P. ROM2 0H Bf^XT^y ^r— 
a>-^D^7AdS»#iia*xfcROM-r?*)t), **M6 

tii^WSftEPROM (Erasable and Programmabl 
e Read Only Memory) £&oTV^& 0 
20 [0 0 3 3] I/03yhD-522tt, CPU! 2 <h 
77 n y f — * ^fi^- KrV * ^3£«3?<£WgB 

w-ra 0 

[0 0 3 4] flMU&§4 0(l Wttf^yf-y^tJ! 

(Switing Power Suplly) ^^^mM^&tWMX 
fct>, _hiE^ ^ y 1 8 Jtt*HC CPUI 2, OS. RO 
Ml 4 N TP. RAMI 6, AP. ROM 2 OXTJU/ 

o 3i > h n - ? 2 2 tca:«ft®iBasESr«*& l-ti > a n 
[0035].^ ^wm^mi-m^^m^m 2 00 

[0 0 3 6] dOftySSAtt. A P. ROM2 0WS 

aaa^>r 2^d->fctg^$na'ir. cpui 
2ftos. romi 4^^^s^ft$^^Tv^aos (^u— 

•fey ^$i^Tv^a^^Jsu-ra (sad „ r<onmj 

40 W777i/lt ^Xfil t'7h(7)77^W fl 

[0 0 3 7] roStfrCtt, Sfc^Wt^T^^^ir 
^h^tltl^^ (SAT, NO) . ^tC^Fgl^ 
^^>f5lS^«^b T/O^Vhu-7 2 2&ftLX%) 
fflft^P^7^IP. RAMI Kf5 (SA 

2) n 

[0 0 3 8] CPUI 211 H&^TZWWM&fvy? 
ASrfilbL ( S A 3 ) , r<0«QM!{b^D^5^coliff^ 

X-^^S^i^tP (S A 4 ) 0 ^(D^x^-^H 
50 #iJxfiiJc!7- K<0gf3£O**??iJ-C*)5, 
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10 0 3 9] iRB/vC IP. RAM16±CD-K$n 
T^5ME^k^n>/9^Sr»H*L ( S A 5 ) , 
^^ey 18 O0f £T K * cc»±fBS]ffl{ a*T 7 5 ^Sr-fe 
y h-T5 (S A6) 0 

[0 040] £JLb£>J; 5 ^^xA^MW^SiS A(c 

^^Kt^Sih/r^y 1 8tt^3/^Ts/^Jx5<OT* 10 

[0 04 1] J»e, zaiUiffifft^-if^ioTffiffl* 
ix5 *0±IEtt : F«M»W»f^4rlSl i:<B3W7n-f 

«^ffla^eaaiiBE3&sw#&$ix N cpui 2«os. r 

OMl 4Jd«tt$JxTV^S^l^— ^^v^^AS; 
*fTi"5« rftl^J: 1 ^ cpui 2tt4f, y^ei; 1 8 20 

JWl*777ms/ h^HT^^^^JSiJi-^ (S 
Al ) 0 

[0 0 4 2] ^rL-C, WM^^y^ir^ h£;h/Tl\h, 
fi (SA1, YES) , y^ey 1 S(Di/^"rM,f—?(D 
•ta****^^— ^SrS^ttlb (SB1) , 
-*as*WEftBBS Ale J; ^^Sftfc^*^^— * 
£Ir|— T*fcS3&^d«^<5r blz£Q* 1 8_LHi 

V^^Ax— ^^53&^«B^5 (SB 2) o 

[0 043] -t IT, ±fSK^^x^-^^^ 30 
f*\ AP. ROM2 O^fjT/U^-v'ay • 7 p p^7 

i"5 (SB 3) n 
[0 0 44] r.(7)J:9(^ N ^^-y 1 8(C^{k^T^^ 

~£tlX&>& tlC^AP • ROM 2 OlM^nt^ 

[0 0 4 5] — iE^s^SB 2TRa-r5">^ 

*^^FiE?iBW-e±fBAP. rom 2 osr^y V M3 

[0 0 4 6] Uc^ot, ±I£C0J: 5^^^T^^T 
=b*l7c:^£\ AP. ROM2 OK^^jh/CV^ST^y 
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^t^h77^tm, ±I^J:5&*Sftfi% 

[0 0 4 7] Sfc, S&^^ttSrffl-f-SfcfeJc:, ±3* 

<0»A#J^ r^k^p^7ASrttffl-eSft^i5 
&^£S£LT^£ (|2C07D-f hOS A 
5) o 

[0048] ±^m 1 Rxm 2 ^^rts^uss 
y i 8isieg$nfcTfli^y>Mags»tE (pcb) 

5 0 ii»2 4 ^H^^nfcXffilJCO^y > MmS££ 
(PCB) 6 0£;6\ HPHS:^7 OtCctf? t*^Jt»$ 
jh/C, *|■^RIi-S«ffi•CHB^$i^TV^5„ *fc. PCB 5 

0 <k P C B 6 0 **t*ft*SJg=>-*^ * 8 0 

[0 0 4 9] PCB 5 0±\zmSt£tl1tt&&=*?#8 
ODtt, H^PCB 5 0±\Zj&jgL$tlt£7V >hg^5 2 

^ PCB 6 0±lzm£$tlfdm&='*?<?8 OUttP 

cb6 o±^jFM^nfc^y >hsa^6 2^iri» 
2 4o^5^«teau ? ffiiaii]B&4 ocomss;*^ ^4 2 

t^^TV^o ±fiB««a2 4ttPCB 6 0»> 

^Jl^U^J;?^ -ecoiffi^SrPCB 6 otefflftii* 

/TLtttV>4v^3PCB 5 OiMAP. ROM 2 Oh 

[00 50] £A±<0 J; 0 tmjStfc.'&h _bfE*6JB=i-* 
^^8 ODbrnM^*?-? 8 OUimUZTfrf^yf yf- 

PCBBO^^AP. ROM2 O^rlX'Q^-tfc: 
feiett, tT^7 OJrPCB 5 0SI/PCR6 O^^ftl^ 
PCB5 0^(t^®^ L^L4tfP, % 

^^latPCB 5 o&mftz>bffi&=**##a 0 
Dt^^^^^souoo^^H^^ey i 8^com 
jte2 4 *fctt«RISi«4 0d^o«»IK<Z)^*H(Wr 

$n-5 n ^tt, ^^y 1 8<7)iEtsrtSf^ 

tLt, rott*. ^*y 1 8tc*#ii 
[00 5 1 ] LfzfcoX, AP. ROM2 0i-ffiti^$ 
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5*^*>B«rO, ^FlSfcAP. ROM2 0Sr»»rtA^ 
[0 0 5 2] JblBPCB6 0tt, #y*tiBMBa>±ai5 

^■cfcotw^, H4tt±fHiai&tflg2 

Srf J:5I^U>hB3lfi*« (PCB) 1 0 1 <7>*ffifc 
tt. Ell I^-f^y 1 8. AP. ROM2 0^ig 

^t^i s^Ei4( a ) ^i^i-j;^*^— 
/wjaia^pcB i o i o^E&LKSiS-hi^te, -t 

jvpjxy >^<«I^y K (i#7> K) 1 0 2#15 
Si^^K (awt^vK) i 0 3^?fM^ttT^^ r 

thh<D/<y Kl 0 2, 1 0 3 <7y&te±tZ*/l~sk— )UT> 
TttV^N, l%$ms<y Kl03ttPCB101 

y^y i 8 ^m^t^^^^T^^o — *\ 

yKl02ft PCB101 OKffi^TJH^ffit^JBKS 

Hi \ZJKt#>{*- K3 O&tWV:*-— K2 60 

[0 0 5 3] ±ffiP C B 1 0 1 (Dm^Wn^r— * 120 
{C«t9«^ix"Cl/^So K^— *1 2 Oco^^gpi 2 

m^h^ii>^>D—h^y hi 2 3^.^£HT^ 
S Q -tLT, ±IBPCB 1 0 1 t± J g£tr— * 1 2 0(1 
f^PCB 1 0 1 <DJ*A~ 7^— /uSr^ LTJtSB-Jr— * 1 2 
0<£>4^jE«|51 2 lft<D4>1}— h1-y M 2 3tC# 
«4ffl*tt*&J*5 ^ 14 0 Cl £ J; 0 , S 

-FtyH'23t rttlC*f|pji-5 P C B 1 0 1 <D0M 

M&ztix^Zo r.(7)d#^[-^^T, t^i 

4 0<£>jlSgBtePCB 101 c9^®$J-c±feffiffi^:y Kl 
0 3tg»lt^5o Ufc^oT, ^CDjc^iCPCB 1 

0 1 t^l 2 0J:j!)\ fc^l 4 0^yf-ht^ 
M 2 3^«tOB**ixfc«ttlc*5v>Ttt, Kffi^K 

1 0 2 k&\&'<v Kl 'O 3 £2*1:*;* 1 4 0, -O-tf— h 
t^M23, RTfX7 r 9>Jf1 2 5^LT1» 
S8tt$*T,5fc», y^y 1 8ttttKH]]$1 4 0 4^S» 
mEE*fitt&$^5 t*fc«6 2 4 J; 0 9 T £ 

[0 0 5 4] ±fB»rit^*3V^T, Kl 0 2, 10 

3, ^l/^—V-Ty M 21, ^/yv^l 2 5. 

tf* i 4 o tm i t^rf yf2 8 {^m-t^o ±i£ 

Lfc£o\C A P. ROM 2 0f3PCB 1 0 1 
ftJI^H3^$tlTV^5fc«), A P. ROM2 0&PCB1 



(6) «ffil¥7-4 4 3 7 6 

10 

S„ LJ&>Ufcj&5fc, f^l 4Q&frfk, IStf^l 4 0 
Sr^UTiSiiLTV^cSffi^ty Kl 0 2 kmffi'<v Kl 

o aas^HKitWiBtttsfc*, ^*yi 8 twangs 

[0 0 5 5] ZCD£?{^^ m4\Zjrrtm%&i\Zio\,^X 

a p. ROM2 0Srfib^AP. ROMic3£&-fsft 

ifO^<£BWT\ I&AP. ROM20&PCB1 0 1 

So 

[0056] mz, H5tt±iEiai RTm2\zJtt-m$, 
<vmifcffl<D£bw&<7>mmm%7ttmx&z> 0 z<dmx 

fl BI5(a) x {c^-f £ 9 (-[H i ic^-f #:/ n >y ^ cofST- 
SlJp p o* s l@S$ttfcPCB 2 1 0<7}— gfllCAP. ROM2 
. 1 WXm<D T Cy^7 K 2 2 0£ff#-f So *fc, d<£> 
T Cy^y h 2 2 OOrtfflJtCgll <ZX*-< y^2 8 KlRMS 
f^W^P^ ^2 3 0^®t5 o d^W^n 
^-T V s ?- 2 3 0CDJ¥L^>2 3 1 COS^ft BE I Cy 
20 ^7h 2 2 0WP. ROM2 1 SrffiALfcfctKW 
^P^7f23 O^ffT^nX^V^^S.t^^ffi^ 

[0 0 5 7] Lfd^oT, xatUffifB^fcfiig i tci^-r^ 

2 8^t45tft, PCB2 10(:Hg^tl 

fcy^y i 8tt/^^^r ^^«!S"Cfc5®i!i2 4^e>Bff 
. ^^mE^^^ttSo roofed ^^ey 1 8tc*# 

[0 0 5 8] ^LT, X»ffiffif»(21, foS^A#^A 
30 P. ROM2 0^SWtoAP. ROM(^L]l9 
^"TS^^?FiE^@^T\ ^rCOAP. ROM20^I 
Cy^ry h2 2 0^^aJK,-fSir; W^o^^2 

^ey i 8^m^mffiow^»^tts 0 ^lt, r 

(D^irLT. y^ey 1 8 0f5*t8t^(^T^^^LS 
[0 0 5 9] Lf:^ot, Ji^UfcIll 3St>^4 l-^rf 

40 m i i-^riH]gsi-^v ^^^yi 8 ^mmmm^m^r 
z>mmt>*w&2 4<D^hte&w&<Dmm&\%:, urn;: 

[0060] raigfc*5v>-c, y^y i stsm^ztiit? 
yvhajs (pcb) 2 sotftii^^y >hm&& 

m (PCB) 2 6 0^\ -t^JX^E3IBSr^2 7 0 

SS^nrv^s„ 

[0 0 6 1 ] ^OH^ffii-^^T, iPCB250± 
50 2 8 0 ir±fBPCB2 6 0 k0M\Z.Wk2 4iSffl$£tl 
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T^5 0 Sfc. PCB 2 5 Oizm^titc^^V 1 8 £ 
±IB«ib2 4tf4. PCB 2 5 0±(^^^tlfc^y>- 
h§a^2 5 2 £3WJBM*2 8 OCQ*ffilCH***Xfc?F|g 

7t, ^Clia^LTttUVj^^S^ PCB 2 5 01MA 
P. ROM2 0t)^iltV^c Z.<Dtztb, AP. R 
OM2 0*StOtU-ttc«>l^ttf ^2 7 Oid^oT^^lh 
at>£jxTt^5PCB 2 5 0 t PCB 2 6 0<^v-ftl£>— 
SrlHW >ft HtUi ft ft V >#fit ft o T V ^ n ± 
5 ftflbSfcfci, ^T, t»24 <o:/7 ±IB5W4» 

*t2 8 oimm£titc^m^mmmtt<Dmkmm 

l^^f28l^f§ 0 

[0 0 6 2] ^LT, H4|C^rrttffit-^^^#(-, IS 
WAP. ROM 2 OSr^FStCgiJ^AP. R OMIC33& 
Li 5 t-r^ftif^TFftg^T% t^2 7 0^U 
PCB 2 6 0SfcliPCB2 5 0S'Bilt5fc, 

2 8 0±le:5FSSft*tlBt?«oTV^«?fi2 4J&3BHSB 
U2 8 0C0±d^JB!SSU R®&2 4^^>^^y 1 8^ 

tci as snr v ^fc±t ^> * ^ ^-r— * <h * 

ML>tzb LTt % rOi/^r^St/AP. ROM20 

p. ROMtcsft^ttfcr^y ^-va v • -fu?^ 
[oo63] ±ss»timt2 sot LTmmvk&m 

(c, El8ttAP. ROM2 0ld*ftJiSixTV>57 F cz-/ 
^A^>FiElc^?KLJ:9 ifctt^AP. RO 

M2 0 AP. ROMJC^lC^&LT, 

■T5 ft ifO^TEftfT&SrlB ik-r5«^F«8g^lQg«ISr* 

[0 0 6 4] f^Elici^T, 200PCB3 1 0i:PC 
B 3 2 0 (i, _±j$ LfcH 7 (C^^I i: IHflH^ -ttt-?ftt 

[0 0 6 5] IffiPCB 3 1 0±CttEPROM (Eras 
able and Programmable Read. OnlyMemory) fch$LZ)A 
P. ROM2 0^3l^$tLTV^ o iAP. RO 

M2 0±JCH^15W<^«*i5«iie$Jxfct#^ jftids 
^2357A(7)^a^^96#P H lB^i-^, JifSAP. R 
OM2 0<£>i£ti^— *SrtH*-r5fctf>0;* hn^iffemi 5 

3 4 0«.|f^^ fl £<bl^ _b|BPCB3 
10t±fBPCB320i <7?ra^tts — 483&*_hfEP C B 

3 2 o[m%$ntcfimvkmt3 5 o^t^t^T^ 
9 , r (oftmmm 350 ^lyi-tip c b 3 1 0 ±\z 
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6 0 &r/!g 2 tnmwsssm 3 7 0 <t> jfeigassft lt v > 
5„ m^^?gm^IW3 6 0, 3 7 0<O5fei»tt5W4S: 

T, ±f3f6^^gW3 5 0^®iO^^H5i:, -hl£2o 

<^^itt»3 6 ost/3 7 o<D&m^^msrfz> 

J:5t-ftoTV^ 0 i-ftt?^, JtiE3o<Z>a$t3 5 0, 
3 6 0, 3 7 0filoc0^tU^^^^^LTV^„ 
[0 0 6 6] ±IB»«tt*W* 3 6 0Ofl!«itt±flB^ 
10 7KJWWF3 4 0<oflWA*j^i:Saift$JxT*5 9, 1,5 
— #0»«tt«B» 3 7 0 Ote*«f4 P C B 3 1 0 Jtf CjfM 

[0 0 6 7] rcOJ:9(-, AP. ROM2 0lt PCB 
3 1 0 tPCB3 2 0t<DmzifrZ££tlXl^fz#), A 
P. ROM2 OfcElflffl^fcfeleitt, t^3 3 0^L 
TPCB 3 2 0SrBBWS!K*dSfc5 o U^U rc^J:5 
ftfr&£fr 5 tPCB3 20 ir^tc$fe^H4iaW3 5 0t 
9ISSt**tifc«)l^ Jb*<oJ;9ftaE^J:9WW^ 

20 fl"3 6 0k 3 7 0 <7?*tt**twOiSBiSgEtt 

L, * hnsKiS«f3 4 0JCHaiBS«ld^*?J15W^rab 

^«bEPROM^f)fi85AP. ROM2 0<^^*K®fi 

P. ROM 2 O^m^^tltz^m, irtetohT-?])^ 

ot, UflBf^iXfcaTfllSS^AP. ROM2 0|C*t^ 

ft£ 0 

30 [0 0 6 8] r^ilT^, AP. ROM2 01CEP 
ROMSrfflV^^S^ EPROMOffcbOt, 0ij^ti 
EE PROM (Electrically Erasable Programmable R 
0M) SrJHi^TtiJzi/Y r<7D»^(ctt x Wx.fi, ±f£PC 
B 3 2 Qi>mfthti1tZb$:tktii1rZ>xj y^SrKW. 

asjiiSE E p R OMco|B1BrtSS:j'H5fei-5 J: 5 ft« fiKi: 

[0 0 6 9] fWiaa 5 ic^fffil^^Wi: LT, 

±IBT cy^7 h 2 2 OtCAP. ROM2 0^1C 
40 m*-l£**eV i 8) £*¥A-r&J:?fcU -toicds 
1 Cy>r^ h 2 2 0frh%L%%Lhntzm<D^ ? 
y*? 2 3 0<7)tfeaW5#l2:«t9. EPROMSfcBEEP 
ROM^t^BjfgftROM^e^6 A P. ROM 2 0 

ttmtSLk LtzW&, JLBEl CV^7 h 2 2 Otc^y i 

^TFfttT^tT^tl^^, A P. ROM2 0Wrt8W 

^ftib-r^^y 1 8<Dfam>mmm£;*imbtj:z>o 

[0 0 7 0] 

50 BBM<«a«] EJUdKMLfcJ;5Jc. 8»#*1 7!;g5fB 
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t< * y tcmifS^-^ dS|B« 3 JVC S a*a?a>«rlfc ffi U 
[00 7 1 ] »*3S6lB«^WlC*5V^Ttt, ^^^^ 

^"TlHlBS^n y # mxfo% 0 
[02] ±fS^M-^tt^CPU^tb^Ift^-r^^ 

[03] ±sesBSWo» i oioa^j sr^a-e*> 5. 
[m 4] ±mmmmm 2 <o$mm ^-rmxh^o 
ims) ±mm)&m<Dm3<Dm&m$:^i-mx+hz> 0 30 

[@6] **vm<ow&&tBfo<Dfrfrb&&m&w&7F 

-rmxh% 0 
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fo^>o 

[08] AP. ROMfc LTEPROM&ffllNfciS^tf) 

i 0 m^maim 

1 2 CPU 

1 4 OS. ROM 

16 TP. ROM 

1 8 ^y 

20 AP. ROM 

22 T /0^> 

2 4 ®t!l 2 8 3/^ 
4 0 m(Ifi]S& 

4 2 mss*^ 

5 0, 60, 101, 210, 2 5 0, 260, 31 
0, 3 2 0 ^V>h\B]^mR (PCR) 

70, 140, 270, 3 3 0 If* 
8 0D £t^^ 

8 0U «t3^^^ 

9 0 

i 0 2 Sffi^y K 
1 0 3 *S^y K 
1 2 0 ^ 
1 2 1 tr— *<D2&g$$ 
1 2 3 ^l^f-Y^y h 

1 2 5 ^y ^ 

2 2 0 TC^yh 

2 3 0 -7>f^P^yf 

252 ^y > hSS^ 

2 8 0 3*ttfPW 

3 4 0 ^ h n ^JjflUff 
3 5 0 ^ttSlW 

3 6 0 % 1 <03t«tt8BW 
3 7 0 SS2<0»«ttgM* 



90 90 



[03] 

60PCB 



E 



70— 



<-80U ,18 



-70 



24 



/cc 



eoo 



50PCB 
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[Si 1 



[0 7] 



OS. ROM 



CPU 



IP. RAM 






AP. ROM 







14- 



\r\2 

30 26 

> 4^ fr/ 1 24 

18 ) f^2S _]/ 



I/O- 



40 



E 



270 — 



260 PC B 

( 

— / — 



■f-280 ( r 



250PCB 



33 



/IB 



.270 




[138] 



320PCB 

A 



330- ■ 



3 



350- 360j-r 



X 



340 



-330 



3=3 



20 



3I0PCB 



(1 0) 



[E32] 




IP.RAM^o-K 



SA3 



SA4, 



SA5 



SA6; 

1/ 



L i i 1 



(END) 
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SB 1 
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AP ROM^ 
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20AP.ROM 220 x ? 

,2IO 
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A P. ROM ifvS^ 



AP ROM Rfc 
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(1 1) 
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